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1
Decision/action requested

This document proposes to introduce a new solution for service access authorization within a NF Set to TR33.855.
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Rationale
As specified in clause 5.21.3 of TS 23.501[1], for network reliability the concept of NF Set is introduced to R-16 eSBA study item. Equivalent Control Plane NFs may be grouped into NF Sets, e.g. several SMF instances are grouped into an SMF Set. NFs within a NF Set are interchangeable because they share the same context data, and may be deployed in different locations, e.g. different data centers [1]. 
According to the SA3#94ah meeting, the new key issue on service access authorization within a NF Set or a NF Service Set was introduced to the TR 33.855[2]. The purpose of this key issue is to study the impact of this concept of Set on OAuth 2.0 based authorization of Network Function service access. 
The current OAuth 2.0 based authorization method is only applicable to the authorization of NF granularity and NF Type granularity, the generated token is used to access a specific NF or a certain type of NF. If the Service Consumer requests a token for access to a particular NF in the NF Set, the token can only be verified by the NF. In the indirect communication mode, if the SCP selects another NF in the same NF Set as the Producer, the selected Producer cannot verify the Token. Since, the instance id of the Producer in the Audience claim is defferent from the instance id of the selected Producer. The Producer will refuse to provide the service to the consumer. Therefore, current OAuth 2.0 based authorization method does not apply to the NF Set scenario. The NF consumer shall be able to obtain services from a NF Instance or a NF Service Instance within a Set based on the usage of the token obtained for a different NF Instance or a NF Service Instance within the Set.
This contribution is propose to introduce a new security requirement to the Key Issue#24, and introduce a new solution for service access authorization within a NF Set to the TR 33.855.
4
Detailed proposal

***
BEGIN CHANGES
***

4.1.14
Key Issue #24: Service access authorization within a NF Set or a NF Service Set

4.1.14.1
Issue description

Rel-16 is introducing the concept of NF instance Set/NF Service instance Set, which are essentially a group of interchangeable NF instances/NF Service instances of the same type, supporting the same services and the same Network Slice(s). Rel-16 also allows re-selection of a NF instance or a NF Service instance within the Set for subsequent transaction. 

The purpose of this key issue is to study the impact of this concept on OAuth 2.0 based authorization of Network Function service access. 

4.1.14.2
Threat description

Unauthorized access to NF instances or NF Service Instance within a set may potentially lead to attackers performing the following types of attacks:

-
Obtaining services from a NF Instance or a NF Service Instance to extract potentially sensitive information about the network

-
Launching Denial of Service attackes by performing resource-demanding operations on the NF instance

4.1.14.3
Potential security requirements

The NF consumer shall be able to obtain services from a NF Instance or a NF Service Instance within a Set based on the usage of the token obtained for a different NF Instance or a NF Service Instance within the Set.

***
END OF CHANGES
***
***
BEGIN CHANGES
***

6.X 
Solution #X: Service access authorization within a NF Set

6.X.1
Introduction

This solution addresses key issue #24: Service access authorization within a NF Set or a NF Service Set. 
6.X.2
Solution details

This authorization scheme is useful in the indirect communication mode, and the service producer within a NF Set. It is assumed that the NF_A is the Service Consumer, and the NF_B and the NF_C are located in the same NF Set as the Service Producer. When the NF_B and the NF_C are registered to the NRF, it is assumed that the NF Set ID of the NF Set where the NF Producer is located is sent to the NRF as the NF profile.
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Figure 6.X-1: Service access authorization within a NF Set.

1. The NF_A shall send the Nnrf_AccessToken_Get Request to the NRF. The Nnrf_AccessToken_Get Request contains the NF Instance ID of the Service Consumer (NF_A), expected NF service name(s), and the NF Instance ID of the Service Producer (NF_B).

2. The NRF shall perform authroization. If the authorization is successful, the NRF shall obtaine the NF Set ID of the Producer according to the NF Instance ID of the Producer, and generate a token. The Audience Claim in the token contains the NF Set ID of the Service Producer.

3. The NRF shall send the token to the NF_A through the Nnrf_AccessToken_Get Response.

4. The NF_A shall send a service request to the SCP. The service request contains the token.

5. The SCP shall select a NF as Service Producer from the NF Set, such as selecting the NF_C as the Service Producer.

6. The SCP shall send the service request, which contains the token, to the NF_C.

7. The NF_C shall verify the token integrity, and then verify whether the NF Set ID of the Producer in the Audience Claim is the same as the NF Set ID of the NF_C. 

8. If the token verification in the NF_C is success, the NF_C shall reply the service response to the SCP with requested service(s).

If the token verification in the NF_C is fails, the NF_C shall reply service response to the SCP with an error code indicating this mismatch.

9. The SCP shall send the service response to the NF_A.

6.X.3
Evaluation

Editor's note: The evaluation is FFS
***
END OF CHANGES
***
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